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Software Diagnostics Developer EditionDevelopment 

Path!nder through the 
Code Jungle

Understand and improve complex applications faster

The American computer pioneer Grace Hopper had to search a few hundred assemblies before, on 9 
September 1947, she found the •rst bug in computer history: a trapped moth was blocking relay # 70 
on Panel F of the electromechanical computer Mark II. Today, complex systems comprise hundreds of 
thousands of lines of code in highly advanced programming languages. However, when it comes to 
understanding them, in order to remedy faults or add functions, we still draw on the less than modern 
inspection methods from the time of Grace Hopper. But there is another way.

Michael Ihringer

"A good developer knows his code inside 
out." You hear this statement or some-
thing similar often enough - and it may 
well be true. In a manageable software 
project, a developer generally knows 
the code he has written so well that he 
will quickly have a theory as to where 
the cause of an observed error should 
be sought. But what if years later he was 
no longer able to remember the code in 
detail? What if several colleagues are 
involved in the development, the code 
did not come from him and has become, 
with more than 50,000 lines of code, less 
manageable? What if the functionality is 
dependent on an external module whose 
code he has never seen? Or what if he is 

unfamiliar with the software system as 
a whole because it was purchased or he 
has to take over the maintenance of an 
unknown legacy application? In such 
projects, the developers easily spend half 
their working hours trying to understand 
the system architecture and the internal 
workings of the software system in order 
to •nd errors. Time and budget overruns 
are the norm and the total failure of soft-
ware projects due to their code complex-
ity is by no means rare. Three areas are 
usually problematic:

Debugging 
In the normal way of searching for bugs, 
developers •rst observe the effects of a 
bug, then attempt to reproduce these ef-
fects and •nally try to •nd their source 

in the code. IDE tools like Visual Studio 
provide assistance through the possibility 
of setting breakpoints then running the 
following code step by step. In general, 
the code has to be run many times over 
as the developer can only move forward 
through the program !ow. In addition, a 
dif•cult decision has to be made for each 
function call: to continue, using "Ste-
pOver", and hope that the bug is not in 
that function, or to analyse the function 
step by step, using "StepInto", only to dis-
cover that it had nothing to do with the 
error. The developer has to keep track of 
which code he has already examined and 
the extent to which a possible source of 
the error has been isolated. He will often 
also draw on additional printf or cout 
statements in order to track the running 
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Figure 1: The 
toolbar of the 

Software Diag-
nostics Devel-

oper Edition in 
Visual Studio 

of the program and to keep an eye on the 
status of variables.

Implementation of new features
If one wishes to implement additional 
features, it is •rst necessary to understand 
the design of the software system and to 
•nd the right places where the new func-
tionality may be integrated. In order to 
prevent unintentional design anomalies 
that would make it increasingly dif•cult, 
over time, to maintain the code, one re-
quires a basic understanding of what is 
happening during the running time of the 
application. Therefore, one •rst looks at 
how existing functions are integrated, 
one goes through the code step by step in 
debugging mode and attempts to follow 
the convoluted control !ow until one has 
•nally achieved the implementation of a 
similar feature.

Feature Change Requests
If one is maintaining a legacy application, 
one regularly receives requests to alter 
existing features, be it through modi•ed 
framework conditions - such as new VAT 
regulations for billing procedures - or 
additional user requirements. Here, too, 
developers spend a lot of time trying to 
analyse source code, stepping through the 
execution of executables with the debug-
ger and piecing together the design and 
coding principles according to which the 
changes can be implemented cleanly and 
in the right place.

An alternative approach
Software Diagnostics promises an alter-
native approach to this time-consuming 
process. The company was founded in 
2009, motivated by basic research in soft-
ware visualisation at the Hasso Plattner 
Institute (HPI) of Potsdam University. The 
HPI spin-off has specialised in extracting 
and analysing software engineering data 
from complex systems and visualising 
it as a software landscape. The internal 
workings of a system thereby become vis-
ible as a complete whole. 

The newly available Software Diag-
nostics Developer Edition is aimed spe-
cifically at developers and designed to 
speed up their debugging work as well as 
facilitate their understanding of the run-

time behaviour of software systems. For 
this, the tool combines functionality for 
runtime-recording/tracing, debugging, 
pro•ling and performance analysis in or-
der to minimize the need for conventional, 
time consuming, step-by-step debugging. 
In particular, a system runtime behaviour 
recorded in the period can be analysed 
forwards and backwards ("reverse de-
bugging"). The Developer Edition takes 
internal system activity during runtime 
and saves this data as "Trace" whereby 
a new type of technology for binary code 
instrumentation is used. The debugging 
features include the visualization of nest-
ed function calls along with the passed pa-
rameter values. For a recording, the tool 
automatically visualises when and where 
particular variable values have been ac-
cessed. Developers can interactively 
search the entire recording and quickly 
•nd critical execution points. In this way, 
in the case of a faulty SQL query, one can 
identify when, where and why the query 
was executed.

How does this work in practice?
How the tool can help in the analysis and 
understanding of code can be shown us-
ing a practical example. A developer-
build-snapshot shows a known bug in the 
autosave function of the open-source au-
dio tool, Audacity. This causes Audacity 
to crash with a division error when open-
ing project settings which have been auto-
matically saved following a recording. A 
quick look into the appropriate XML •le 
shows immediately why. An invalid value 

of 0 has been speci•ed for the parameter 
zoom. Using conventional debugging 
methods, •nding the precise error respon-
sible for the generation of this false value 
in the approximately 200,000 lines of 
code is no simple task. 

In order to try it using the Developer 
Edition, there is a free trial version on the 
website. At approximately 20 MB, it is 
quickly downloaded, and the installation 
of the three components - the actual tool, 
a plug-in for Visual Studio and the SD Re-
corder, which is responsible for recording 
the runtime behaviour - takes just a few 
minutes.

When one then opens the solution 
Audacity in Visual Studio in the normal 
way, one immediately notices the newly 
added Developer Edition toolbar (Fig. 1). 
Since this solution is being analysed for 
the •rst time, one must •rst click on the 
stethoscope icon and prepare the code 
for analysis. For this, the instrumentation 
components of Software Diagnostics are 
inserted into the projects and •les to be 
analysed and a complete rebuild is per-
formed. After this one-time step, the solu-
tion can be used as normal without hav-
ing to fear any delays in build or runtime 
behaviour.

Let©s begin
There are three different methods of 
analysing applications using the Devel-
oper Edition and there is a correspond-
ing button in the toolbar for each. The 
tracing icon launches the application 
directly in the Developer Edition©s de-
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Figure 2: Bre-
akpoint in Vi-
sual Studio 

Figure 3: 
Combined 
Time Line 
View, Call 
Stack View 
and Search 
View 

bugger whilst the AttachToProcess but-
ton is used to analyse a process which is 
already running. The third option is to 
use the Developer Edition from the Vi-
sual Studio debugger. Once it is already 
known that the error is localised in the 
autosave function, the calling of this 
function can serve as the starting point 
for the code analysis. A standard Visual 
Studio breakpoint ensures that the exe-
cution will be stopped as soon as the con-

trol !ow reaches the appropriate point 
through pressing F5.

Instead of then following the running 
of the program using the onboard tools of 
Visual Studio, the tracing engine is opened 
by clicking the Trace Over icon in the tool-
bar (Fig. 2). 

One then immediately notices a slider 
on the right hand edge of the window 
which can be used to set how detailed the 
tracing recordings should be. As, in a typ-

ical application, hundreds of thousands 
of function calls come together within 
a few seconds, the recordings would, 
without the underlying •lter algorithm, 
quickly become too large and unmanage-
able. Similarly, the appropriate button at 
the bottom can be selected according to 
whether the recording of the parameters 
passed to the called function should be 
performed in detail with all object prop-
erties, simply or not at all. Since the Au-
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Figure 4: 
changing 

from graphic 
view to the 

code 

Product Overview
Software Diagnostics Developer Edition com-
bines functionality for runtime-recording/
tracing, debugging, pro!ling and perfor-
mance analysis in order to minimize the need 
for conventional, time consuming, step-
by-step debugging. In particular, recorded 
system runtime behaviour can be analysed 
chronologically forwards or backwards.

Tracing Engine

Seamless integration with Microsoft Visual �t��
Studio
Performance-optimized tracing of running �t��
processes 
Tracing existing exe / dll without recompil-�t��
ing
Logging of the control "ow in a selectable �t��
level of detail
Probes for recording parameters, data and �t��
memory access

Analysis Engine

Analysis of the recorded data using methods 
of business intelligence and presentation as 
synchronised views

Code View as a supplement to the code �t��
view of Visual Studio with markers for the 
actual lines of code executed and the func-
tions actually called after the resolution of 
polymorphism and function pointers

Timeline view for overview of the behaviour �t��
of the code on a time bar and the identi!ca-
tion of typical implementation phases and 
patterns
Call stack view with zoom and navigable call �t��
stack of the entire recording period, includ-
ing the recorded values of ParamProbes, 
DataProbes and MemoryAccessProbes 
Call Graph View for the detailed presenta-�t��
tion of all called functions, including the 
frequency and cost of the call
Single Call View with the lines of code of the �t��
sub-calls within a call
Search view with full text search across the �t��
entire trace data including the called func-
tions as well as the parameters, data and 
memory access recorded.

System requirements

Windows XP, Windows Vista or Windows 7�t��
Microsoft Visual Studio 2008�t��
.NET Framework 3.5�t��
MS Debugging Tools for Windows�t��
Graphics card with support for OpenGL 1.4�t��

Price and Availability

Available immediately in di#erent licens-�t��
ing models starting at $280 per year and 
developer
Free 10-day trial of the full version available �t��
to download at www.softwarediagnostics.
com

tosave feature is not too extensive, there 
is no reason not to choose the detailed 
record.

If the function is executed and the re-
cord created, the Developer Edition then 
opens automatically (Fig. 3). 

At the top we see the timeline view, 
which shows the function calls made, 
graphically on a timeline. It is reminis-
cent of an audio track and like an audio 
track it allows one roughly to orient one-
self within the recording and to recogn-
ise recurring patterns. Underneath that, 
the Call Stack View shows the whole call 
stack documented during the record-
ing with all the function calls. With the 
mouse wheel, one can freely zoom in 
and out and with the scroll bar move 
forwards and backwards on the time 
bar. Once a function is touched with the 
mouse, markers appear on the time bar 
denoting all calls of the identical func-
tions before and after that point in time. 
If one then points with the mouse to the 
ParamProbes, shown as blue circles, the 
passed parameters are then displayed 
with their values.

In the search box at the top right, 
one can start a search across the entire 
recording, for example in the case of the 
Audacity bug, for the relevant value, 
"zoom". The result is shown in the bot-
tom half of the screen, where the third 
search result contains the data value 
zoom=ª0.00000000ª  which is clear-
ly responsible for the bug in question. 
But where does it come from? In order 
to •nd out, the search result is marked 
and thus the pointer on the time bar is 
set at the appropriate time of execution. 
Now the call stack can be reviewed from 
the bottom to the top and the various pa-
rameters of the respective functions can 
be checked using the mouse-over func-
tion. This shows that the Write function 
receives the data from the XMLWriter 
function, which is in turn supplied with 
the false zoom from its parent function 
WriteXML whilst it had itself received 
correct parameters.

Now, one has to look into the code to 
•nd the cause of the error. Switching to 
the corresponding point in the code in Vi-
sual Studio is enabled by Developer Edi-
tion by right clicking on the WriteXML 

function and selecting Show in Visual 
Studio. 

When one has arrived at the right 
place in the code, it is not dif•cult to anal-
yse the error: quite obviously, the devel-
oper here has copied a number of similar 
lines of code using copy-and-paste and 

accidentally forgotten to alter the copied 
reference to mViewInfo.h in the line of 
code responsible for the zoom value. This 
is quickly corrected to mViewInfo.zoom 
and the bug is thus •xed (Fig. 4). 

Here, one also notices the additional 
markers on the lines with function calls. If 
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[1] Logbook page of the Mark II with the moth 
stuck in by Grace Hopper as the !rst Bug 
(1947) http://upload.wikimedia.org/ 
wikipedia/commons/8/8a/H96566k.jpg 

[2] Website of Software Diagnostics: 
www.softwarediagnostics.com 

[3] Free trial version of the Software Diagnostics 
Developer Edition: www.softwarediagnos-
tics.com/kontakt/registrierung-trial-version/ 
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Figure 6: Call-Graph View 

one moves the mouse pointer over them, 
one receives the exact functions called, 
after resolution of polymorphism and 
function pointers with source code •le, 
call frequency and cost. Similar marks 
represent the current values of data and 
available storage area which were also 
recorded.

Conclusion and outlook
With one single run through the Devel-
oper Edition it was possible to •nd a bug 
in just a few minutes which would cer-
tainly have taken much longer to •nd us-
ing conventional methods. There would 
have been around 70 calls to the Write 
function alone to be analysed prior to the 
one with the erroneous data value which 
would have been extremely hard work. 
The more complex situations become - 
for example through dynamically loaded 
modules of a plug-in architecture, multi-
ple threads running in parallel or existing 
memory leaks - the more the developers 
will bene•t from the possibilities offered 
by the Developer Edition. The possibili-
ties for analysis go far beyond that cur-
rently seen. For instance, the call-graph 

view provides a clear, detailed represen-
tation of all called functions and also 
supplies the frequency and cost of the call 
(Fig. 5). 

Besides troubleshooting, develop-
ers can also, in this way, quickly acquire 
knowledge about complex implementa-
tions and thereby speed up the program-
ming process signi•cantly or noticeably 
simplify servicing and maintenance work. 
Little-known code, for example, can be 
directly analysed and broken down by 
new team members. 

An increase in the number of sup-
ported platforms to include further IDEs 
and programming languages would be 
desirable, however, whereby the manu-
facturers say that a version for Eclipse is 
currently in development. Also, an ad-
ditional tool for project managers and 
development managers, the Software 
Diagnostics Studio, has been announced 
which the company says will serve the 
monitoring and controlling of software 
development processes. In addition to 
the dynamic runtime analysis and the 
application source code, Studio can also 
use the data from con•guration manage-

ment systems such as CVS, Subversion 
or Perforce to visualise the structure and 
implementation components as software 
landscapes, maps and diagrams. With 
both products together, the entire soft-
ware team will bene•t. And most impor-
tantly, time-consuming inspection work 
# la Grace Hopper will •nally be a thing 
of the past.


