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software diagnostics 

Developer Edition

Debugging 

Software Diagnostics Developer Edition is a tool 
that significantly accelerates debugging activities 
and improves comprehension of system behavior – 
it represents an integrated recorder, debugger, 
and profiler for system dynamics. Software 
Diagnostics Developer Edition records the internal 
activity of a running system and stores the 
captured runtime behavior as trace data. The 
powerful debugging capabilities include visualizing 
sequences of nested function calls, visualizing 
parameter values being passed into functions, and 
reverse debugging. For entire traces, it can 
visualize automatically when and how variable 
values are accessed and modified – no longer 
countless printf/cout statements. Seamlessly 
integrated into Microsoft Visual Studio IDE, with 
Software Diagnostics Developer Edition complex 
implementations and system dynamics can be 
faster understood and precisely traced, speeding 
up software programming and facilitating software 
maintenance tasks. 
 
 
 
 

Implementing New Features 

Software Diagnostics Developer Edition assists 
developers to find “the right place” to integrate 
new features into an existing code base. The tool 
reveals the runtime behavior of the current system 
and effectively shows which parts of the code are 
most relevant for a new feature’s implementation. 
With Software Diagnostics Developer Edition, 
developers spend less costly hours (or days) on 
reading and understanding source code, switching 
between multiple source code files, and stepping 
with a conventional debugger from code line to 
code line through the execution.  
 

Feature Change Requests 

To change an existing feature most developers 
have to (1) identify the code parts that implement 
the feature and (2) to understand its behavior. 
Developers spend a large part of their time on 
reading source code, stepping through executions, 
and building corresponding mental models. 
However, Software Diagnostics Developer Edition 
facilitates this kind of essential maintenance tasks. 
With its tracing technology, Software Diagnostics 
Developer Edition records the inner processes of 
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the application during runtime. Afterwards the 
analysis and visualization technology of Software 
Diagnostics Developer Edition allows developers to 
quickly understand how a specific feature is 
implemented. Additionally, developers understand 
the design and coding principles, which prevents 
them from introducing “quick fixes” that typically 
decrease code quality. 
 
Supported Platforms 
 Windows XP (32 Bit) 
 Windows Vista (32 Bit) 
 Windows 7 (32 Bit) 
 Windows 7 (64 Bit)  

(32 Bit applications running on 64 Bit OS) 
 
IDE Integration 
 Microsoft Visual Studio 2008 
 
Additional Requirements 
 .NET Framework 3.5 
 MS Debugging Tools for Windows (x86) 
 Graphics Card with OpenGL 1.2 support 
 

Debugging 

For software debugging, developers commonly 
start to observe the effects of a bug and then try to 
replicate that behavior again and again to 
“surround the bug”.  
 
Conventional Debugging 
 Time consuming, repetitive task 
 In each iteration, stepping forward through the 

execution. 
 “StepOver” and ”StepInto” buttons as main 

functions to control stepping.  
 At each function or method call, developers 

have to decide:  
- Is the bug hidden behind this call and shall I 

follow it (“StepInto”)?  
- Do I only loose time following the call and 

shall I skip this call (“StepOver”)? 
 Chained calls have to be remembered as 

precisely as possibly during a debugging 
session. 

 Crude auxiliary methods are taken: inserting 
printf or cout code statements to trace control 
flow and variable states. 

Debugging with Software 

Diagnostics Developer Edition 

With Software Diagnostics Developer Edition, you 
first record once an exemplary execution and store 

it as execution trace. Then you start to visually 
analyze the execution trace at any level of detail, 
including forward and backward stepping in time.  
 
Debugging Workflow with Developer Edition 
 Start your application. 
 At any point in time start recording the 

system’s behavior based on automated binary 
code instrumentation. 

 Regularly use and interact with the application 
until the effect of the bug becomes apparent. 

 Stop tracing.  
 Load the execution trace and visually analyze 

what happened during the recorded system’s 
execution by multiple visualization types of 
Software Diagnostics Developer Edition. 

 
With only a single run of your application, you 
know where the bug is.  
 
 Analyze a recorded system execution back and 

forth in time. 
 Search over executed functions and variable 

states. 
 No repetitive restarts. 
 No execution steppings. 
 Easier comprehension of control flows and 

variable content changes. 

Implementing New Features 

Implementing new features means to understand 
the system design and find the “right places” to 
integrate the feature. Getting a holistic picture of 
what happens at runtime is essential because 
without such knowledge, unintended design 
anomalies are likely to be introduced, which makes 
it more and more difficult over time to work with 
the code. 
Often, one can learn from the integration of 
existing features. Supposingly, you know these 
time consuming situations where you step through 
the execution trying to understand how the 
intertwined control flow finally reaches and 
coordinates the feature implementation’s core 
parts. 
 
With Software Diagnostics Developer Edition, you 
drastically shorten this task. With it, you receive 
the complete picture of what happens during 
feature execution. Just press “record” during 
execution and analyze the resulting trace.  
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Key Features  

Tracing Engine 

 
 Seamless Integration into Microsoft Visual 

Studio 

 Start tracing in the midst of a debugging 
session. Simply press “TraceOver” instead of 
“StepOver”. 

 Start tracing on a freely running process. 
Simply choose the process and attach the 
tracing engine. 

 Apply tracing instantly on your usual 
development exe/dlls – no annoying rebuild 
necessary. 
 

 Minimal performance overhead by 
automatically detecting and deactivating 
functions called with high frequency. 
 

 Control Flow Tracing 

 Trace the sequence of function calls. 
 Trace multiple threads. 
 Manual activation/deactivation of 

functions. 
 Automatic deactivation of utility functions, 

i.e., functions with high call frequencies. 
 Adjustable tracing granularity. 

 
 High Detail:  

- All activated functions are traced. 
- Tracing time period: max ~1 min.

 

 Medium Detail:  
- Functions with very high call 

frequencies are automatically 
deactivated at runtime. 

- Tracing time period: ~10min. 
 

 Low Detail: 
- Functions with high call frequencies are 

automatically deactivated at runtime. 
- Tracing time period: ~several hours. 

 
 Recording Program State with „Probes“ 

 Function Parameter Tracing (ParamProbes) 
- Automatically recording parameter 

values for each function that is activated 
for control flow tracing. 

- Recursively  inspect and log nested data 
structures. 
 

 Variable State Tracing (DataProbes) 
- You attach a DataProbe to a code line 

similar to setting a conventional 
breakpoint. 

- You define which variable is observed. 
- Local variables, parameters, global, and 

static variables are supported. 
- Arbitrary variable chains are supported 

(C/C++ syntax), e.g.,  
“customer->birthday.year”. 

- If the application executes the code line, 
the specified variable’s value is recorded 
without interrupting execution. 
 
 

 
Interactive visualization of the function/method call stack over time. Rapidly find unexpected system behavior. 
Precisely, jump to source code locations. 
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 Memory Access Tracing 
(MemAccessProbes) 
- Observing when memory locations are 

read/written. 
- You attach a MemAccessProbe to a code 

line similar to setting a conventional 
breakpoint. 

- You define a variable whose memory 
location is observed. 

- If the application executes the code line, 
memory observation is activated. 

- Optionally, you constrain activation of 
observation to a condition, e.g., “j==34” 
– similar to conditional breakpoints. 

- Each time the memory is accessed, its 
value, the local variables at the 
execution point and the call stack is 
recorded. 

 
 
MemAccessProbes provide precise answers on 
the questions: 
 
Why does variable X contain an invalid value? Last 
time I inspected the variable, the value was still OK 
– When and how came the invalid value in? 
  
 

Analysis Engine 

 
The analysis engine visualizes the collected 
runtime data.  
 
 Multiple views 

 Multiple views on trace data permit you to 
quickly identify the runtime data that is 
important for your development task. 

 All views are synchronized: Selecting a 
function/call/etc. in one view, highlights its 
occurrence in all other views, thereby, 
providing valuable context information on 
it. 
 

 Code View 

 In Microsoft Visual Studio’s source code 
view, markers are placed that indicate 
which call code lines were executed.  

 Additionally, the markers reveal the real 
function that was called. This valuable 
information solves the problem that arises 
from polymorphism and function pointers.  
 

 Timeline View 

 Overview on application behavior during 
complete tracing period.  

 Function activity over time is visualized 
which permits you to identify execution 
phases and patterns. 

 
Understand how functions/methods call each other and how module (e.g., class, file, directory) boundaries are crossed. 
Analyze performance statistics. 
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 Selecting points in time or time periods for 
more detailed analysis in the Call Stack 
View. 

 Provides orientation. 
 

 Call Stack View 

 Temporal representation of tracing data. 
 Visual depiction of the call stack over time. 
 You don’t have just the call stack for a single 

point in time (conventional debugging) but 
for the complete tracing period. 

 You can travel back and forth in time. 
 Function calls contain information on 

parameter values if ParamProbes were 
active during tracing. 

 Shows values of DataProbes. 
 Shows values of MemAccessProbes. 
 Seamless zooming and panning to specify 

the analyzed time period. 
 Simple navigation to Code View or Call 

Graph View for a selected function. 
 

 Call Graph View 

 Structural representation of tracing data. 
 Caller and callee relation between selected 

functions. 
 Optionally, restricting caller/callee 

information to time periods selected in Call 
Stack View. 

 Interactively unfolding and hiding subcalls. 
 Annotation of call relations with 

performance statistics: “call count” and  
“call costs”. 
 

 
 
 
 
 
 
 

 Single Call View 

 Representation of all subcalls that are 
triggered for a selected call. 

 View is an intermediate view between 
graphical views and source code views. It 
essentially reduces the source code to code 
lines with executed call statements. 

 Used to quickly grasp what happens in the 
respective function during execution and to 
find a subcall of interest.  

 Subcalls are annotated with number of calls 
that are indirectly triggered. Hence, deep 
call trees are quickly identified.  
 

 Search View 

 Complete trace data is searchable. 
 Quickly identify and navigate to functions of 

interest. 
 Quickly find variable values of interest 

captured in ParamProbes, DataProbes, or 
MemAccessProbes. 

 
Search complete trace data. Rapidly identify DataProbes that captured erroneous variable values, e.g., erroneous SQL 
commands. Next, jump to the corresponding point in time and analyze the execution context. 


